[MPUHATO YTBEPXAIO

[Tenarornyeckum coperom IlIkombr Ne3 Hupektop IIkomer Ne3

[Tporokoin ot 21.01.2025r. Ne 4 Kynposa T.H.
[Tpuxkaz ot 21.01.2025r. Ne 34/1-1

IHOJIUTUKA
HH(OPMAIUOHHOM 0€30IIACHOCTH
MyHUIMTIAJIBHOTO 0I0ZKETHOT0 00111€00pa30BATEILHOTO
yUpexKIeHUs cpeaHel 00meodpa3oBaTebHON MIKOJIbI Ne3

r. Henmmunoso
2025r.



COJAEPXAHHUE

TEPMUHBI X OTIPEIIEIIEHIS. ......vvivvietie sttt st she s sb e e b e e b s e sb e s e e s ba e e b e saa e e n e e sne e ne e 3
OOO03HAYCHUS T COKPAIIICHFIS ... .vveesvveesssreesssresssssesssssesssseeessseeessseeesssessssseessssesssssssssssessnssesssssessnsnessnsneens 5
01571107 (S 0 (0 )3 (07 =) 2 0. 5 QO 6
2 1IEJIU u 3AIAYN OBECITIEUEHM I MTHOOPMALIMOHHOM BE3OITACHOCTH................. 6
3 Ipunuuns! obecriedeHust UHHOPMAITTOHHON OC30TACHOCTH .....vevvvevriieeressresieesresnesieessesnesseesnens 8
4 OcHoBHBIE TPEOOBAHUS 10 3ALTUTE UHPOPMALUU OTPAHUYCHHOTO JOCTYIIA ....vvvvrieesreanrenieenenns 9
5 OcHoBHBIE TpeOOBaHMS K IpolieccaM odecrieueHust UHHOPMAIIMOHHON OE30MaCHOCTH .............. 11
6 OcHoBHbIE TpeOOBaHMA K IPOLIECCaM YIPABICHUS HHPOPMAITMOHHON O€30MaCHOCTHIO ............. 16
S T 18 0 (5321 (TP PP 17
8 CHHCOK NCTIOTB30BAHHBIX HCTOUHIKOB. .. .c.vveuveesrisseesseassesseesseassessesssesssesseesseassessesssesnesseesnessnesneas 17



TEPMUWHBI U OITPEAEJIEHUA

JleficTBUsI IO MPOBEPKE MOJIMHHOCTH CyOBEKTa JOCTyIa B

AyreHTuhUKaIUsA - .
UH(POPMALIMOHHOH cucTeMe

BezomacHocts uHpopManuu CocTosiHME 3alMIIEHHOCTH WHPOPMAIMH, TPU KOTOPOM
obecrieueHbl €€ KOH(MUIECHIUAIBHOCTh, JTOCTYITHOCTh H

OEJIO0CTHOCTD

Wndpopmanmonnas  cucrema, co3gaBaeMass B IIEJX
—  peanmu3alyM IOJHOMOYMH TOCYJapCTBEHHBIX OPraHOB M|
oOecrieyeHus oOMeHa nH(popMaIeld MEXy 3TUMU OpTaHaMH,
a TaKke B MHBIX YCTAHOBICHHBIX (heaeparbHBIMU 3aKOHAMH

I'ocynapcTBeHHas
UH(POPMALMOHHAS CUCTEMA

HEsIX
Joctyn k nuHGOpMauu —  BosmoxxHOCTB MOTydeHust HHpOpMaIyu U €€ UCIOIb30BAHHS
JIOCTYIHOCTb —  Cocrossaue wH(OpMAIUH, XapaKTEPU3YEMOE CIIOCOOHOCTHIO

TEXHUYECKUX CPEACTB M HWH(POPMALMOHHBIX TEXHOJOTHMA
obecrieunBaTh OCCIPENSITCTBEHHBIM JOCTYN K HWH(POpPMAIUH
CYGTJGKTOB, HUMCHOIINX Ha 3TO IIOJTHOMOYUA

3ammra uH(pOpMaIMK, HampaBlieHHas Ha MNpPEJOTBpAlICHUE
MOJTYYCHUs 3allUIaeMol HH(GOPMAIMH 3aHHTEPECOBAHHBIMU
CyObEeKTaMH ¢ HapylIeHHEM YCTAaHOBJICHHBIX HOPMAaTHBHBIMU
U TPABOBBIMH JIOKYMEHTaMH (aKTaMH) WM OO0JaJaTesIMH
UHPOpPMALIMU TIpaB WIM HPaBUI Pa3TPaHUUYEHUS JIOCTyNa K
3amuiaeMoi nHpopMaIuu

3ammra napopmanuu
OT HECAaHKIIHOHUPOBAHHOTO —
JIOCTYTIa

Nudopmarnus, SBISIOMAICS MPEIMETOM COOCTBEHHOCTH H
noJJieKamnas 3alUTe B COOTBETCTBUU C TPEOOBAHUSIMHU
MIPABOBBIX JIOKYMEHTOB WIn TpeOOBaHUSAMH,
yCTaHaBJIMBAEMBIMU COOCTBEHHHKOM HH(OpMauu

3ammmaemas uHpopmanus  —

[IpucBoenue cyobekTaM u 00BEKTaM JOCTYIA UACHTU(UKATOPA

Nnertudukarms -
u (WIM) CpaBHEHUE TMPEABSIBILEMOTO WACHTH(HUKATOpPA C
HepevYHEM MPUCBOECHHBIX UIACHTH(PUKATOPOB

HNndopmanuonHas cucreMa —  COBOKYIHOCTH COZEpIKalleiics B 0a3ax JaHHBIX HH(OpMALUH

u obecrmeunBaronmx ee 0o0paboTky WH(POPMAIMOHHBIX
TEXHOJIOTHUH U TEXHUYECKHUX CpCacCTB

OTtpaenbHbIE JOKYMEHTBI U OT/ICIbHBIE MACCUBHI JIOKYMEHTOB,
JIOKYMEHTBI W MAacCUBBI JIOKYMEHTOB, COJIEp)KaIllhecs B
UHPOPMALIMOHHBIX  cucTeMax (OmbmmoTekax, apxmBax,
dbonmax, OaHKax MaHHBIX, HWHPOPMAIMOHHBIX CHCTEMax
JIPYTUX BUJIOB)

NudopmarnmoHnHbie pecypchl

WNudopmarronssie

TeXHOTOI —  Ipormeccel, MeTOaBI MOMCKA, cOOpa, XpaHEHUsS, 0OpabOTKH,
MIPEI0CTaBIICHUS, PACTIPOCTPAHCHUS HH(POPMAIIMHA U CTIOCOOBI
OCYIIECTBIICHUS TAKUX MPOILIECCOB 1 METO/IOB

Nudopmanus -

Cenenus (cooOmIeHus, JaHHBIC) HE3aBUCUMO OT (POPMBI MX
NpeCTaBICHUS



KonTponupyemas 30Ha

KonduaeHumaibHOCTh

O6paboTka mepcoHaIbHBIX
JAHHBIX

Onepatop

[IepcoHasibHBIE TaHHBIE

VYrpo3a 6e30nacHOCTH
uHpOpMAIIU

Vsa3BuUMoCTb

IlenocTHOCTH

[IpocTpancTBO (TEppUTOPHS, 31aHNE, YaCTh 3/1aHUS), B KOTOPOM
UCKJTFOUEHO  HEKOHTpOJIMpyeMoe TmpeOblBaHWE JUI, HE
HUMCHOIIINX IIOCTOSIHHOT'O NN PasoBoro AOITyCKa, n
MIOCTOPOHHUX TPAHCIIOPTHBIX CPEACTB

OO0s13aTenbHOE TS BBITIOJHEHUS JIUIIOM, TTOJYYUBIIMM JOCTYIT
K ompejelneHHOW wuH(opManuu, TpeOOBaHHWE HE IepenaBaTh
Takylo HWHGOpPMAIMIO TPETHUM JHUIaM O0e3 corjacus e&
obmanmarens

JeiicTBus (omepanun) ¢ MepcoHaIbHBIMU TaHHBIMU, BKITFOYAS
cOop, crcTeMaTH3alnio, HaKOIJICHWE, XpaHEHHE, YTOUHCHHE
(oOHOBNIEHUE, N3MEHEHHE ), UCIIOJIb30BaHUE, PACTIPOCTPAHCHHE
(B TOM uymcie mnepenady), o0Oe3IWYMBaHHE, OJOKHUPOBAHHE,
YHUYTOKCHHUC IICPCOHAJIBHBIX TAHHBIX

I'paxgaHuH WM IOPUIUYECKOE JIMIO, OCYILECTBISIONINE
JeATENIFHOCTD 110 IKCILTyaTaluy MH(GOPMAMOHHON CHUCTEMBI,
B TOM 4ucIie o 00paboTke nHpOpMALINHU, COAEPIKAIIECHCS B €€
0a3ax JaHHBIX

JroOas nHpOpMaIUs, OTHOCSIIASICS K MPSMO WM KOCBEHHO
OTIpeNIeTIEHHOMY, WM OTIpe/iesieMOMY (PU3NUECKOMY JIUILY

COBOKYITHOCTh  yCIIOBHM H  (DaKTOpOB,  CO3JAIOIIUX
MOTEHUUAIBHYI0 WJIM PEalbHO CYHIECTBYIOLIYI0 OMNACHOCTb,
CBSI3aHHYIO C YTEUKON uHpopMaun u/unu
HECAaHKIMOHUPOBAaHHBIMU  W/WIM  HeNpegHaMEepEeHHBIMU
BO3JICUCTBUSIMH Ha Heé

Henocrarok  (cmabocts) mporpamMmMHOTO  (IIPOTpaMMHO-
TEXHHYECKOT0) CPEACTBA MU HWH(POPMAIIMOHHON CHCTEMBI B
11€JIOM, KOTOPBIA (KOTOpasi) MOXET OBITh HMCIOJIb30BaHa IS
peanu3anuu yrpo3 0e30macHOCTH nH(GOpMAIH

YcToiunBOCTh MHPOPMALMU K HECAHKIIMOHUPOBAHHOMY WIIH
ClIy4yallHOMY BO3JICHCTBHIO Ha HEe B Tpoliecce 00paboTKH
TEXHHYECKUMHU CPEJICTBAMH, PE3YyIbTaTOM KOTOPOTO MOXKET
OBITh YHUYTOXKEHUE U MCKaXKCHUE MHGOPMAITIH



OBO3HAYEHUA U COKPAIIEHUA

I'oCT P — TI'ocynapcreennsiii crangapt Pocculickoit @enepanuu

[TonuTHka — TMonuTuka nHpOpMaAITMOHHOHN 6€30MaCHOCTH
Cankr-IleTepOyprckoro rocy1apcTBEHHOTO YHUTAPHOTO
npennpusatus «Cankt [lerepOyprekuii ”HPOPMALMOHHO
AHAJIUTUYECKUM LIECHTP»

MyHununajbHoe 010/:KeTHOe
o0meodpa3oBaTe/ibHOE yUpeKIeHUe

cpeaHsisi 00meo0pa3oBaTeibHas — HlIkomna Ne3

mKoJa Ne3

®CB Poccun — QenepanpHasg  ciyx0a  OezomacHoctd  Poccuiickoi
Oenepaunru

OCTIK Poccun — DenepanpHas cayx0a 0 TEXHUYECKOMY U IKCIIOPTHOMY

KOHTPOJIIO



1. OBIIUE IMOJIOKEHUSA

Hacrosimas IlonmuTrka sBAsSeTCS NOKYMEHTOM, ONPEACISIONIMM HaIpaBICHUS JEATEIbHOCTH B
oOmactu obecrieueHst THPOPMALIMOHHOM OE30MaCHOCTH M MPEJCTABIseT COO0M CHCTEeMaTU3MPOBAHHOE
U3JIOKEHUE Ienedl W 3anad MH(QOpPMAIMOHHOM 0e30MacHOCTH, KaK OJHO WM HECKOJIbKO IpaBuUlL,
IpOLEAYyp, NPAaKTUYECKUX IPUEMOB M PYKOBOJALIMX IPHUHLMIIOB, KOTOPBIMH PYKOBOACTBYETCS
MynuunaisHoe OFOPKETHOE 00I1e00pa3oBaTeIbHOE YUPESKICHHE  CpeaHss o01meoOpa3oBaTebHas
mkona Ne3 HenuoBckoro MyHMIMIAIBHOTO OKpyra TBepckoi o0jacTu, a TakkKe OpraHW3allMOHHBIX,
TEXHOJIOTMYECKHX U MPOLIETyPHBIX aCIIEKTOB oOecreueHus: THPOPMaIMOHHOMN 0e30MacHOCTH.

[onoxxenust Hacrosimieil [lonuTUKKM HE pacpoCTpaHSIOTCS Ha oOecredeHrne WHPOPMAIMOHHON
0€30MacHOCTH CBEJCHUH, COCTABIISIOININX TOCYIaPCTBEHHYIO TalHY.

OcHOBHO¥H 3a7a4eil B 001aCTH HHPOPMAITMOHHOHN Oe301acHOCTH MyHUIIUITAIbHOE OO KETHOE
o0meoOpazoBaTeibHOE yUpeXKACHUE  cpemaHss oOmieoOpasoBaTenbHas mmkona Ne3 HemmmoBckoro
MYHHUITUIATLHOTO OKpyra TBepckoit obactu (nanee [lkona Ne3), npu3Ha€T COBEPIICHCTBOBAHHE MEP
U CcpelcTB oOecreueHus 3auThl HHPopMaui nHpopMamoHHbIX pecypcoB [lkombl Ne3 B koHTEKCTE
pa3BUTHs 3aKoHOAarenbcTBa Poccuiickoit depepannu U HOPM PETYIMPOBAaHUS WH(POPMAIMOHHOMN
NEeSTeIbHOCTH B TEKYIIUX YCIOBHUIX (QYHKIMOHUPOBAHUS HHPOPMAIIIOHHOTO TIOJISL.

[Tpu pa3zpaborke IlOTUTHKK YYUTHIBAIUCH OCHOBHBIC MPUHIUIBI CO3JAaHUS CHUCTEM 3allUThHI
uHbOpMAlUY,  XApaKTEPUCTUKH M BO3MOXKHOCTHM  OPTraHU3AIMOHHO-TEXHUYECKHUX  Mep
Y COBPEMEHHBIX MPOrPaMMHBIX U alIapaTHO-IPOTPaMMHBIX CPEACTB 3aIUThI HHPOPMAIIIH.

B pamkax cBoeit nestenbHocTH Lkona Ne3 o6s13yeTcst npeANpUHIMATh BCE BOSMOXKHBIE MEPHI
JUTSI 3aITUTHI HTHPOPMAIUK OT yrpo3 0e30macHOCTH HHPOPMAIIUH.

TpeboBanusi HHGOPMAITMOHHON OE30MACHOCTH, COOTBETCTBYIOT HENsAM JesTenbHOCTH LIIKombI
Noe3 u mpenHa3zHaueHBI ISl CHIDKCHHSI PUCKOB, CBS3aHHBIX C peaju3amueil yrpo3 0e30macHOCTH
uHpopMaIuu.

[Tonmutrka moctynHa BceM paboTHUKaM [IIkobr Ne3 1 BceM MoJIb30BaTENSIM €TI0 PECYPCOB.

2. TEJIA U 3AJIAYM OBECITEYEHUS TH®OPMAIIMOHHOM BE3OINMACHOCTH

Cy0beKThbl MH)OPMAIMOHHBIN OTHOIICHUI
CybObekramu mipu obecrieueHuN HHPopMaImonHoi 6ezonacHocTy B [lIkone Ne3 sisiroTcst:
— pabotauky kol Ne3 (B ToM umciie yBOJICHHBIC);
— poauTeny (3aKOHHBIE TPEACTABUTEIIH ),
— (¢usMyeckWe I, TMPEACTABUTETN KOHTPAreHTOB B paMKaxX HCIOIHEHHS JOTOBOPHBIX
00s13aTEIILCTB;
— ¢usnyeckue nuna, nogasmmue oopamenue B anpec Lkomsr Ne3;
— IOpUIUYECKHE JIMIa, B paMKax HCIIOTHEHHUS JOTOBOPHBIX OOS3aTENbCTB WJIM BO HWCHOJHEHUU
TpeOoBaHUIl CO CTOPOHBI 3aKOHOIaTeNbeTBa Poccuiickoit deneparuy;
— OpraHbl TOCY/IapCTBEHHOMN BJIACTH.

O0bexThl HHGPOPMANMOHHBIX OTHOIICHUH

O0bexTamu HTHPOPMAITMOHHBIX OTHOIICHUH SIBIISIOTCS:
— wuHpopmanuonnsie pecypcsl Lkomsr Ne3;
— Tmporeccel 00padoTku nHpopManuu B “HGPOpMaMOHHBIX cructemax [lIkombr Ne3;
— MH(QOPMALMOHHBIE TEXHOJOTHH, PETJIAaMEHTHI M TpoLeaypbl cOopa, o0paOOTKH, XpaHEHUS U
nepeaadn nHpopmanmm,
— CHCTEMBI M CpEJCTBAa 3allUThl MH(OpMAIK, OOBEKTHl U TOMEIIEHUS, B KOTOPHIX pPa3MEIICHBI
cpeacTa 00paboTKU HHPOPMALIUH.

Ilean o0ecnieyeHuss MHOOPMAIMOHHOM 0€301IACHOCTH
OcHoBHOU 1enbp0 obecniedueHus nHGopMarmonHoit 6e3omacHocTy Llkoner No3 sBnsitoTCs ACHCTBUS
HampaBJICHHbIE HA JIOCTWKCHHE 3allUThl CYOBEKTOB HWH(POPMALNMOHHBIX OTHONICHWH OT
BO3MOXXHOTO HAHECEHUS] UM MaTepHaJbHOro, (PU3MYECKOrO, MOPAIBHOTO WM HHOTO yIiepoa,




MOCPEICTBOM CITy4aifHOTO MJIM MPEeJHAMEPEHHOTO BO3ICUCTBHS HA HH(OPMALIUIO, B TOM YHCIIE!
— CcoOJIIOIeHHS TPABOBOTO PEKMMA MCIIOIB30BaHUS MACCHBOB M CPEICTB 00pabOTKH HH(POPMAIINH;
— NpPEAOTBpAILCHUS  pealu3aluu  Yrpo3 Oe30MacHOCTH MH(POpMAIMU TPU  OCYLIECTBICHUH
nesreabHocTh IIkoner Ne3,

3agaum odecneyeHuss HHPOPMALMOHHOM 0€301ACHOCTH
Hoctmwxkenne 1eneit obecrieueHruss MHGOOPMAITMOHHOM O€30MacHOCTH M CBOWCTB HH(OpPMAIIUH,
peliaeTcs CleayIOIUMU 3aJa4aMu:
— 3aIIUTHI OT HECAHKIIMOHHUPOBAHHOTO JOCTYIA K NHPOPMAIITMOHHBIM pecypcam;
— pasrpaHdYeHHs] JOCTyIa IMoJib3oBareneil K MH(OPMalMOHHBIM, amNapaTHBIM, MPOTPAMMHBIM M
UHBIM pecypcam;
— PETUCTpAIMH U MIEPUOANIESCKOTO KOHTPOJIS ICUCTBUH TOJIb30BaTENIEH Py 00pabOoTKeE 3alUIaeMOn
nH(pOpMaIUK ¥ IEPUOIUIECKUN KOHTPOJIh KOPPEKTHOCTH UX JICHCTBUM;
— KOHTPOJIS LIEJIOCTHOCTH CPE/Ibl UCIIOJHEHUS POTPaMM U €€ BOCCTAHOBJICHHUE B CiTy4yae HapyIICHHUS;
— obecnieueHusi ayTeHTU(DUKAUMU U UACHTU(UKAUU  TOJb30BATENel,  YYacTBYIOIIUX B
nH(pOpMaITMOHHOM OOMEHE;
— obecrieyeHHs] UCIPaBHOCTH NpPHUMEHsSEMbIX B MHGpopManmoHHbIX cucTemax IlIkomsr Ne3 cpencts
3alIUTHI HH(POPMAIIH;

— CBOEBPEMEHHOT'O BBISIBJICHHE MCTOYHUKOB Yrpo3 0e30macHOCTH WH(OPMAIUU, PUIHH U YCIOBUA,
CIOCOOCTBYIOUIMX HAHECCHHWIO yliepOa 3aMHTEPECOBAaHHBIM CyOBEKTaM HMH(OPMAIIMOHHBIX
OTHOIIICHUH;

— CO3/1aHUeM CIY)XObl MOHMTOPMHIAa M pearupoBaHMs Ha Yrpo3bl 0e30macHOCTH MHGpOpMalUU H

HETraTHUBHBIE MTOCIIE/ICTBUS;

— CO3/IaHUEM YCJIOBHH A7 MUHMMH3ALUMU HAaHOCHMOIO yliepOa HENpaBOMEPHBIMU JEHCTBUSAMH, U
yCTpaHEHHUE MOCIeICTBUI HapymeHus nHpopMannoHHON Oe3omacHocTH B IlIkone Ne3;

Pemienne BoimenepeunciieHHbix 3anad B Llkoisie Ne3 ocyiiectBisieTcst HocpencTBOM:
— yuéTa BceX MOUIeKAaIUX 3aIIUTe HH(OPMAIIMOHHBIX PECYPCOB;
— KYPHaJIMpPOBAaHUS ACUCTBUI IepcoHasa, OCYIIECTBISIOMIEr0 OOCTY>KMBAaHHE W MOJU(PHUKAIHIO
IPOTPaMMHBIX M ITPOrPAaMMHO-AINAPATHBIX CPEJICTB MH(DOPMAIIMOHHBIX CUCTEM;
— perylaMeHTaluu TpoleccoB 00paboTku uH(opMmaiuu, aeicTBuii padoTHUKOB I[lIkombr No3,
OCYIIECTBISIONIMX 3KCIUTyaTallli0 MPOTPaMMHBIX M MPOTrpaMMHO-aNMapaTHBIX CPEICTB, HA OCHOBE
YTBEP)KIEHHBIX OPraHU3aAIIMOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTOB IO 3alUTe HHPOPMALIUY;
— Ha3HaAueHUsi M MOJATOTOBKON pabOTHUKOB, OTBETCTBEHHBIX 3a OpPraHM3AIMI0 U OCYIIECTBICHUE
MeponpHuATHIA o0 o0ecrieyeHnto nHpopMaMoHHO# Oe3omacHocTy B LlIkose Ne3;
— HAQJEJCHUS KaXIOro padOTHUKA MHUHHMAJIbHO HEOOXOAMMBIMU IpaBaMu Ipu paboTe B
nH(}pOpMaMOHHOW HHPPACTPYKTYPE COTIIACHO UX JIOJDKHOCTHBIM 00S3aHHOCTSIM;
— coOmoieHusT BceMH pabOTHUKAMH, SKCIUTYaTUPYIOIIMMHU U OOCIIY>KHUBAIOIIMMHU MPOrPAaMMHBIE H
IpOTpaMMHO-aNapaTHbIE CPEICTBA, TPEOOBAHUN OPraHU3AIMOHHO-PACIIOPSAUTENBHBIX JOKYMEHTOB
o BompocaM obecrieueHust HHPOPMAITMOHHON O€30TTaCHOCTH;
— TNEPCOHATIBHON OTBETCTBEHHOCTHIO KaXI0T0 paOOTHHKA 332 CBOM JACHWCTBUS, yUaCTBYIOIIETO B PAMKax
CBOMX (DYHKIIMOHAJIBHBIX 003aHHOCTEH B MpOIleccaXx aBTOMATU3MPOBAHHOW 00paboTkK MH(pOpMaIu
¥ UMEIOIIETO JOCTYM K pecypcaM HH(GOPMAIIMOHHBIX CUCTEM;
— peanu3amueil TEXHOJOTHYECKMX MPOIECCOB 00pabOTKM HWH(OpPMAIMM ¢ HCIOJIb30BAHHUEM
KOMIIJIEKCOB OPTaHU3aIMOHHO-TEXHUYECKUX MEP 3aIIUTHI IPOTPAMMHOTO 00ECTIeYeHHUs, IPOrPaMMHO-
anrmapaTHbIX CPE/ICTB;
— NPUHATHS Mep MO 00ecrnevyeHuI0 (PU3UUYECKOW IEIOCTHOCTH MPOrpaMMHO-aNNapaTHBIX CPEICTB
MH(OPMALIMOHHBIX CUCTEM U MOAIep)KaHUEeM HEOOXOJMMOT0 YPOBHS 3alUIIIEHHOCTH KOMIIOHEHTOB;

—HCTIOJb30BaHUS MPOTPAMMHBIX W TPOrPAaMMHO-AIAPATHBIX CPEJICTB 3allUThl  HWHQPOpPMAIUU
obpabateiBacMoM B IlIkome Ne3 u aAMUHUCTPATHBHOW MOACPKKOW HMX HUCIIOJIb30BAHNUS;



— KOHTPOJISI COOJIFOICHHMS TT0JIB30BATEISIMU HHPOPMAITMOHHBIX CUCTEM TPeOOBaHMI TTO 00eCIIeUEHHUTO

UH(POPMALIMOHHOM 0€30MacHOCTH;

— mpoBeneHuss aHaiu3a 3(Q(EKTUBHOCTH MPHUHATHIX MEp 3alUThl MHOOpPMALUKU U TPUMEHSIEMBIX

cpencts 3anuThl nHGopManuu B [1Ikome No3;

— pa3paboTKu U peain3aluy MPeAoKeHUH M0 COBEPLUICHCTBOBAHUIO CUCTEM 3aIlIUThI HH(pOpMauu B
[xone Ne3.

3. MIPUHIUITBI OBECITEYEHUA WHO®OPMAIIMOHHOM BE3OINMACHOCTH

Ob6ecnevyenre MHPOPMAITMOHHONW O€30MaCHOCTH, JOJDKHO OCYIIECTBIISITHCS B COOTBETCTBHH CO
CJICTYIOIIUMU OCHOBHBIMH MPUHITUTIAMH:

IpyHUMT 3aKOHHOCTH

IIpu BbIOOpE MepompuATHH MO 3amuTe UH(GOPMAIMU, AOJDKHO COOMIONATHCS NEHCTBYIOIIEEe
3aKoHOaTenbCcTBO Poccutickoit denepanuu B chepe 3anuThl HHGOPMAIIUH.

Bce paboTHUKH NODKHBI UMETh NPEACTaBICHHE 00 OTBETCTBEHHOCTH 3a IMPABOHAPYIICHUS B
chepe 3amutbl mHpopmarnuu. [IporpamMmmHo-anmapatHbie cpeacTBa, npuMensembie B Ilkome No3,
JOJKHBI UMETh COOTBETCTBYIOIIUE JIMIICH3UH, OQUIIMATBHO NPHOOpPETaThCS Yy MpeICTaBUTEICH
Pa3pabOTUNKOB ITHX CPEJICTB WU SBJISITHCS MHTEIUIEKTYaIbHOM cOOCTBEeHHOCTHIO [1IKk0ombr No3.

IIpyHUMI CHCTEMHOCTH

[Ipu co3zmaHuM cHUCTEMBI 3alUTHl JAOJDKHBI YUUTHIBATHCS aKTyaJbHBIE YIrpo3bl OE30MaCHOCTH
nH(OpMaIUY, BO3MOKHBIE OOBEKTHI M HAPABICHUS aTaK Ha He€ CO CTOPOHHI HapymuTene. Cuctema
3aIUTHl JIOJDKHA CTPOUTHCS C YUETOM HE TOJNBKO M3BECTHBIX KaHAJIOB YTeUKH MHGOpMaIuu, HO U C
Y4ETOM BO3MOYKHOCTH TIOSIBJICHUSI HOBBIX YS3BUMOCTEH B MTPOTPAMMHOM OOECIICUCHUH.

IpUHIMI KOMILTEKCHOCTH

KoMriekcHoe HCIoNb30BaHUE CPEICTB 3aIIUTHl MHGOPMAIIUU TPEANoJiaraeT COTJacOBaHHOE
MPUMEHEHHUE MPU MOCTPOECHUHU LEIOCTHOM CHCTEMBI 3aIIMTHI, MEPEKPHIBAIONICH BCE CYIIECTBEHHbBIE
yrpo3sl Oe3omacHocTd HMH(pOpMamuu. 3amuTa JOJDKHA CTPOUTHCS OSIICIOHHpPOBaHO. Du3ndeckas
3aIuTa JI0JKHA o0ecrneunBaThesl (PM3MUECKUMU CPEJICTBAMHU M OPraHU3allMOHHBIMUA MEPAMHU.

[Ipu mocTpoeHuu, BHEAPEHUN M JKCIUTyaTallUd CHUCTEMBI 3aIUTHI HHPOPMAIMH PYKOBOJCTBO
[xomer Ne3 obGecneuynBaer ycmoBust it 3(GGEKTUBHONH KOOPAMHAIMHM JCHCTBUN BCEX JIWII,
obecrneunBarOMUX NHPOPMAITUOHHYIO O€30MaCHOCTD.

IIpyHIMT CBOEBPEMEHHOCTH

PazpaboTtka cuctemsbl 3anuThl HHGOPMAIMK JODKHA BECTUCH IMApaUICIbHO C Pa3pabOTKOM H
MH()OPMAIIMOHHON CHUCTEMBI. DTO TO3BOJUT Y4eCTh TPeOOBaHUSI 0E€30MACHOCTH MPH MPOCKTHPOBAHUH
ApXUTEKTYphl W, B KOHEYHOM CYETE, co3maTh Oojiee 3(PdeKTUBHbIE MH(POPMAIIMOHHBIE CHCTEMBI,
o0aaronye 10CTaTOYHBIM YPOBHEM 3aIIUIIICHHOCTH.

IIpuHIMT TPeeMCTBEHHOCTH

[TocTosiHHOE COBEpIICHCTBOBAHME MEP W CpPEACTB 3allUThl HH(OpPMANUU HA OCHOBE
MIPEEeMCTBEHHOCTH OpPraHU3aLMOHHBIX W TEXHUYECKUX pPEIIeHUH, KaJpOBOrO COCTaBa, aHaIM3a
(GYHKITMOHUPOBaHUS HHPOPMAITMOHHBIX CUCTEM M CUCTEMBI €€ 3aIUTHI C YIETOM U3MEHEHUN B METO1aX
U CpeICTBax nepexpara HHGOopMaIuu, HOPMATUBHBIX TpeOOBaHUIl 1O 3alUTe HH(OOPMALIUH.

IpyHUMT 10CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha oOecrnedyeHre WH(OPMAIMOHHOW O€30MacHOCTH U IIEHHOCTH
MH(OPMAIIMOHHBIX PECYPCOB HA BEIMYMHY BO3MOXKHOTO yIiep0a OT UX pa3riallieHus, YHUYTOKCHUS 1
uckaxxeHus. lcnonmp3yemble Mephl M CpEICTBA 3alUThl HHQOpPMAIMK HE MAOKHBI yXyIIIaTh
PrOHOMUYECKHUE MOKA3aTeTN KOMIOHEHTOB HHPOPMAIIMOHHBIX CUCTEM.

IIpUHIMTI OTBETCTBEHHOCTH

Bo3oxeHne 0TBETCTBEHHOCTH 3a o0ecredeHrne 6e30macHoCTH HHpopMaun 1 e€ 00paboTKu Ha
Ka)KJ]0ro pabOTHHUKA B MpeieiaX ero MoJIHOMOYui. B cooTBeTCTBUM C ’TUM MPUHIIUIIOM paclpezesieHue
npaB 1 00s13aHHOCTEH paOOTHUKOB CTPOUTCS TAKMM 00pa3oM, 4TOOBI B ciryyae JJI000ro HapymeHus ObuUT
W3BECTEH HAPYIIUTEb.




IIpyuHIHMT 000CHOBAHHOCTH M TEXHHYECKOH PeaTn3yeMOCTH

NudopmannoHHble TEXHOJIOTUH, TPOTPAaMMHBIC U MPOTPAMMHO-ANNapaTHBIE CPEICTBA, MEPHI
3amMUThl MTHPOPMAIMK JOJDKHBI OBITh PEAIM30BaHBI IO COBPEMEHHBIM pEIICHUSM, OOOCHOBAHBI
C TOYKH 3pEHUsS JOCTIDKEHUS 3aJaHHOTO YPOBHS 3alIUIICHHOCTH WH(GOPMAIMU W HKOHOMUYECKOM
1IeJIECOO0Pa3HOCTH, a TaKXE COOTBETCTBOBATH YCTAHOBICGHHBIM HOPMaM U TpeOOBaHUSIM
1o 6e30MacHOCTH UH(OPMAIIHH.

Hpuxnun npodeccuoHaaumMa

Peanu3arus Mep 3amuTel HHGOOPMALIUK U SKCIUTyaTalys CPEACTB 3aIUTH HHPOPMAITUU JOJKHA
OCYIIECTBIATHCS MPOPECCHOHATBHBIMY CTICITHATMCTAMH.

[TpuBneueHNe CHENMATU3UPOBAHHBIX OpPraHU3aluii K pa3paboTKe CPElCTB U pealu3alid Mep
3amUThl MH(POpPMAIMK, TMOATOTOBJICHHBIX K KOHKPETHOMY BHAY JEATEIBHOCTH IO 00ECIeUeHHUI0
0e3omacHOCTH HH(POPMAIIMOHHBIX PECYPCOB, UMEIONINX OMBIT MPAKTUYECKONH pabOThl U JHUIICH3UU Ha
MPaBO OKa3aHMs YCIYT B 3TOM 00JIacTH.

IIpuHIMN MUHHUMHM3ANNA NIPUMBUJIETHMA 0Jb30BaTe el

ObecrieueHre OIL30BATENCH MPUBUIETUIMHA MUHUMATBHO JTOCTATOYHBIMU JUISI BBITIOTHEHUS MU
CBOMX JIOJDKHOCTHBIX 00s3aHHOCTEN B [1IK0IEe No3.

4. OCHOBHBIE TPEBOBAHMA 110 3BAIIUTE UHOOPMALIUU
OI'PAHUYEHHOTI O JOCTYIIA

Cucrema 3amuThl MHQOpPMALMKM JOJDKHA IMpPEIycMaTpUBaTh KOMILJIEKC OpraHU3allMOHHBIX,
MPOrPaMMHBIX M MPOTPaMMHO-AIAPATHRIX CPEJICTB U Mep MO 3ammuTe HHPOpMaIu B mporecce eé
00paboTKH.

Bremmonnenue TpeboBaHMii TOCTHTAETCS 3a CYET peanu3auu Ha 00beKTaX HHPOPMATH3AIUN MEP
10 3a1uTe HHHOpMaIuu:

— WJACHTH(PUKAINK U ayTeHTH(PUKAIINHI CYObEKTOB JIOCTYIAa U OOBEKTOB JOCTYIIA;

— YIpPaBIICHUIO TOCTYNIOM CyOBEKTOB AOCTYNa K 00BEKTaM JJOCTYIIa;

— OTPAaHUYCHHUIO TPOTPAMMHON CPEJIbL;

— 3allMTe MAITUHHBIX HOCUTENEH MePCOHATBHBIX TaHHBIX;

— perucrpanuu coObITHII 6e30MaCHOCTH;

— AHTUBUPYCHOMH 3aILHUTE;

— O0OHapyKEHUIO BTOP)KECHU;

— KOHTPOJIIO (aHAIK3Y) 3aUIIEHHOCTH IEPCOHAIBHBIX JaHHBIX;

— 00ecrneyeHHIo EJIOCTHOCTH HH(POPMAITMOHHON CUCTEMBI U TIEPCOHANIBHBIX JTAaHHBIX;

— o0ecrneyeHnIo JOCTYITHOCTH MEPCOHATBHBIX JaHHbIX;

— 3aIUTHI CPeNIbl BUPTYAITHU3AINN;

— 3aIIUTHl TEXHUYECKUX CPEJICTB;

— 3auIMThl UHPOPMALIMOHHOM CUCTEMBI, €€ CPEJCTB, CUCTEM CBSI3U U NIEpeayy JaHHBIX;

— BBISIBIICHUIO MHIIMICHTOB U pearnpoBaHUE HA HHUX;
yIpaBIeHUI0 KOHpUTypanuel WHPOPMAIMOHHONW CHCTEMbI M CHUCTEMBI 3allUThl MEPCOHATBHBIX

JTAHHBIX.

[lxoma Ne3, kak oOGnamarens WH(POpPMANMU OTPAHUYECHHOTO JOCTYIMA, MPH OCYIICCTBICHUH

CBOUX IIpaB 00s3aHO:

— co001aTh MpaBa ¥ 3aKOHHBIE MHTEPECH! MHBIX JIHIL;

— MPUHUMATh HEOOXOIMMBbIE MEPHI MO 3alIUTe WH(OPMAILIUH;

— OTPaHUYMBATH JOCTYN K MHPOPMAIUH, €CITH TaKasi 00s13aHHOCTh YCTAHOBJICHA 3aKOHOJATEICTBOM

Poccuiickoit @enepanuu.

B tom wumcne Illkoma Ne3, BopaBe ecnM HMHOE HE MPENyCMOTPEHO 3aKOHOAATEIbCTBOM
Poccuiickoit @enepanuu:

— paspemiaTh WIH OTPAHWYMBATH JOCTYI K WH(GOPMAIIUU, ONPEACSATh MOPSIOK U YCIOBUS TaKOTO
JIOCTYIIA;

— HUCHOJb30BaTh HH(POPMAINIO, B TOM YKCIIE PACIIPOCTPAHATH €€, 10 CBOEMY YCMOTPEHHIO;

— mepenaBaTh MH(OpPMALMIO APYTUM JHMIAM Ha YCTaHOBJIEHHOM 3aKOHOIATEIhCTBOM Poccuiickoit



®denepauv OCHOBAHUH,

— 3alUIIaTh YCTAHOBJICHHBIMHU 3aKOHOMaTeIbCTBOM Poccutickoit deneparuu cnocobamMu cBoU mpaBa
B CJIy4yae He3aKOHHOTO MOJTy4YeHHs HH(OpMaLUU WK €€ He3aKOHHOTO MCTI0JIb30BaHUS MHBIMU JIMIIAMU;
— OCYIIECCTBIISITh MHBIC ACHCTBUA ¢ MHGOPMAIMEH WK pa3peliaTh OCYIECTBICHNE TaKUX JCHCTBUH,
€CJIM 3TU ACUCTBUS HE POTUBOpeYaT (efepaibHbIM 3aKOHAM U IPYTUM HOPMaTUBHO-TIPABOBBIM aKTaM
Poccuiickoit @enepanuu.

3amuTta uHGOPMAlMKM  OTPAHMYEHHOTO  JIOCTyHa  MPEACTaBiIsieT  CcOOOW  MpHUHSATHE
OpraHU3alMOHHBIX U TEXHUYECKUX MEp, HAPABIICHHBIX Ha!

— coOmoneHne KOHQUACHIMATLHOCTH HWH(OpMamu (MCKIIOYEHHE HEMpPaBOMEPHOTO JOCTYIIA,
KOMUPOBAHUS, TIPEJOCTABIICHUS HIIK PACIIPOCTPAHCHUS WH(DOPMAIINN );

— obecrieyeHue 1eJ0CTHOCTH HH(popManuy (MCKIIOYEHNE HEMPAaBOMEPHOTO  YHUYTOXKEHUS WU
MOIU(PUIMPOBAHUS HH(DOPMAITIH);

— peanu3anuio IpaBa Ha JOCTYyN K HMHGOpMAIMH (MCKIIOYEHHUE HEMPAaBOMEPHOTO OJIOKMPOBAHUS
uH(pOpMAIIUN).

CpenctBa 3amuThl MHQOpPMALMKM BHEAPSIOTCS MO pe3ylbTaTaM MPOBEJEHUS OLICHKH PHUCKOB
MH(POPMALIMOHHOM 0€30MacHOCTH.

Opranu3anus 3alMTHI HHGOpMauK

[Ipu oprammzanum B Illkome Ne3 3ammuTel WHOOpPMAIUHU, NTOJDKHBI BBIMIOIHATHCS TPEOOBAHMS
®enepanbHoro 3akoHa ot 27.07.2006 Ne 149-Dd3 «O6 undpopmanuu, "HGOPMALUOHHBIX TEXHOJIOTUSIX
U O 3amure HHPOpPMAIUU», KOTOPHIE PETYIHUPYIOT OTHOUICHMS, CBSI3aHHBIE C YCTAHOBIICEHUEM,
M3MEHEHHEM WM TMpeKpalleHueM pexuma o0paboTku 3ammiiaeMoil umHGopmanuu. B Tom dmcre
TpeboBaHUs O 3aIuTe WHHOPMAIIUU, HE COCTABIISAIONICH TOCYIapCTBEHHYIO TallHy, COJEpiKaIleics B
rOCYJapCTBEHHbIX WH(POPMALMOHHBIX cHUcTeMax yrBepxkaeHHble mnpukazoMm PCTIOK Poccun ot
11.02.2013 Ne 17 «O06 ytBepkaeHuu TpeOOBaHWUW O 3amuTe HHGOPMAIMHM, HE COCTABJISIOIICH
TOCY/IapCTBEHHYIO TaliHy, COIEp X allelcs B TOCYJapCTBEHHBIX HWH()DOPMAIMOHHBIX CUCTEMax» IS
rocyJIapCTBEHHBIX HH(POPMAITMOHHBIX cucTeM 1o KoTopbiM [1Ikoma Ne3 sBrsiercst OmepaTopom.

B IlIxone Ne3 moMuMo peanu3aiiiii OCHOBHBIX MEp 3aIIUTHl HHPOPMAITUH OCYIIIECTBIISIETCS:

— peryisipHasi OLIEHKa U yIMpaBJICHHE pUCKaMu HH()OPMAIMOHHOW 0€30MacHOCTH B COOTBETCTBUU C

YCTaHOBJICHHBIMU MIPOIEAYPAMH B OOJIACTH YIPABIICHUS PUCKAMU;

— uHbOpMHUpPOBaHHE, OOyYEeHHE W TMOBbIIIeHUE KBanudukanuu padoTHUKOB I[lIkombr Ne3 B cdepe
UH(POPMALIMOHHOM 0e30IacHOCTH;

— METOAMYECKasi TOMOIIb paOOTHUKAM B BOIIpOcax oOecredeHns: HHPOPMaIMOHHONW 6€301acHOCTH;

— aHaJM3 1 MOMCK BO3MOXKHOCTEHN MO MOBBIIICHUIO YPOBHS 3alIUIIIEHHOCTH HHPOPMALIUH.

st opranmzaruu 3amutsl wHGopMaruu [llkoma Ne3 BrnpaBe mpuMEHSTh CPEICTBa U METOJIBI
TEXHUYECKOM 3alUThl, IPEANPUHUMATE APYIUe, HE IPOTUBOpEYAIlie 3aKOHOAaTenbCTBY Poccuiickoit
®denepanyu, MEpHbI.

B pamkax oOecrnedeHus 3ammThl HHQOpPMAIMK, B paMKaX TPYAOBBIX OTHOIICHUN HEOOXOAMMO
O3HAaKOMHTbH IO POCIHCH PAOOTHUKOB, JOCTYN KOTOPBIX K MH(OpMALUU OTPaHHUYEHHOTO JIOCTYTIA,
HEO0OXOUM JUIsl BBIMIOJIHEHUS MMM CBOMX JOJDKHOCTHBIX OOSI3aHHOCTEH, ¢ mepeyHeM WH(GOpMaIuu
OTpaHUYEHHOTO J0CTyna, U NpuHATHIMU B [1Ikome Ne3 Mepamu 3amuTel HHGOPMAITHH.

OCo0ECHHOCTH 3a1UTHI NEPCOHAJIbHBIX JIAHHBIX

[Ipu opraamsanum o6paborku B Illkone Ne3 mepcoHanbHBIX JAaHHBIX HEOOXOIUMO
pyKoBOJCTBOBaThCsl TpeOoBanusaMu DexepanbHoro 3akoHa ot 27.07.2006 Ne 152-®3 «O
MEPCOHANBHBIX JTAHHBIX).

[lepeuenp Mep, BbINONHEHHE KOTOpbIX oOecmeunBaer Illkoma Ne3 B kadecTBe omepartopa
MEPCOHANBHBIX JTAHHBIX, JOJIKEH BKIIOYATh:

— nasHauyeHue B llIkome No3 oTBETCTBEHHOTO 3a OpraHU3aIio 00pabOTKH MEPCOHATLHBIX JIaHHBIX;
— pa3paboTKy TOKYMEHTOB, OMNPENCNSIOIMNUX NpaBUiia B OTHOIICHHH OOpaOOTKH IEPCOHATBHBIX
naHHbIX B [lIkome Ne3, mokambHBIX aKTOB MO BOIpOcaM 0OpabOTKH MEPCOHAIBHBIX JaHHBIX;




— NPUMEHEHHE OpraHU3alMOHHBIX M TEXHMYECKUX Mep 1o obecreyeHnto Oe30MacHOCTH
NIEPCOHAIBHBIX TaHHBIX B COOTBETCTBHHM cO cTaThell 19 denepanbHoro 3akoHa ot 27.07.2006 Ne 152-
@3 «O nepcoHAIbHBIX JAHHBIX Y
— BBITIOJIHEHUE TPEOOBAHMIA 1O COCTaBY U COJACPIKAHHMIO OPTaHHU3AIMOHHBIX U TEXHHUYECKHUX MEp IO
obecrieueHn0 0€30MaCHOCTH TEPCOHANBHBIX JAaHHBIX MPU HX 00paboTke B HWH(POPMAIMOHHBIX
CHUCTEMax MEePCOHANBbHBIX JaHHBIX yTBepKAEHHBIX [Ipukazom @CTOK Poccum ot 18.02.2013 Ne 21
«O0 yTBEp)KJIEHUU COCTaBa U COAEPKAHUS OPraHU3ALMOHHBIX U TEXHUYECKHX Mep MO0 00eCIeueHuIo
0€30IIaCHOCTH TEPCOHATBHBIX JAHHBIX MNpPH HX 00paboTke B WHGPOPMALMOHHBIX CHCTEMax
MEPCOHAIBHBIX JaHHBIX);
— OLICHKY Bpena, KOTOPbIH MOXKET ObITh NMPUYMHEH CYObEKTaM NEpCOHAIBbHBIX JAHHBIX B CIydae
HapymeHus denepanbHoro 3akoHa Ne 152-D3, cooTHOIIEHHWE YKa3aHHOTO Bpella U MPUHUMAEMbIX
OIIepaToOpoOM Mep, HANpPaBICHHBIX Ha OOECIEYeHHE BBIIIOJHEHUS OOS3aHHOCTEH, MpeayCMOTPEHHBIX
®enepanbHbIM 3aKOHOM Ne 152-D3;
— o3HakomyieHHe paboTHUKOB Ilkombr Ne3, HemocpeaCTBEHHO OCYIIECTBISIOMUX 00pabOTKY
MEPCOHAJIBHBIX JIAHHBIX, C [OJOXKEHUAMHM 3aKoHojarenbcTBa Poccuiickont  denepauuu o
MEPCOHAIBHBIX JIAHHBIX, B TOM YKCie TPeOOBaHUSIMHU K 3alIUTE EPCOHABHBIX TaHHBIX, JOKYMEHTaMH,
onpeaensomuMu TpeboBanust [lkonsr Ne3 B oTHOImIEHMH O0paOOTKH TEPCOHANBHBIX TAHHBIX U
o0ydeHue, mpu HEOOXOUMOCTH, YKa3aHHBIX PAOOTHHUKOB.

ObecrnieyeHre 6€30MaCHOCTH MEPCOHANBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTH:
— ONIpeIeNIeHUEM YIpo3 M HapyluTesaeil 6€30MacHOCTH MePCOHAIbHBIX JaHHBIX MPH uX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaX MEePCOHATbHBIX TAaHHBIX;
— ONpEeIEICHUEM YPOBHS 3alUIICHHOCTH MMEPCOHATBHBIX JAHHBIX B COOTBETCTBUU C TPEOOBAHUSIMU
[Mocranosnenus IlpaButenscrBa Poccuiickoit @epepannu ot 01.11.2012 Ne 1119 «O6 yrBepkaeHUH
TpeOOBaHUI K 3aIUTe MEPCOHATBHBIX TAHHBIX MPU UX 00pabOTKe B MH(POPMAIMOHHBIX CHCTEMaXx
MEPCOHAITBHBIX JaHHBIX);
— MPUMEHEHHEM IPOUISININX B YCTAHOBICHHOM IMOPSAIKE MPOIEAYypY OLIEHKH COOTBETCTBHUS CPEICTB
3alUTH MH(OpMAINH;
— OLEHKON 3()PEeKTUBHOCTH MPUHHMAEMbIX MEp IO 3alllUTe MEepCOHANbHBIX IAHHBIX O BBOJA B
9KCILTyaTaluio HHHOPMALMOHHONW CUCTEMBI IEPCOHANIBHBIX JaHHbIX;
— BOCCTAaHOBJICHUEM TIEPCOHAIBHBIX JaHHBIX, BCIEJACTBHE TIOTYYCHHS HECAHKIIMOHUPOBAHHOTO
JOCTyTa K HUM;
— YCTaHOBJICHHEM IIPABHII JOCTYTIA K IEPCOHATBHBIM IAHHBIM, 00padaThIBa€MbIM B HH()OPMAITHOHHBIX
CUCTEMax MEpPCOHANbHBIX JAaHHBIX, a TaKXe OOEeCreueHHUEM PETUCTpAllud U ydeTa BceX NEeHCTBUH,
COBEpIIAeMbIX C IEPCOHATBHBIMU JAHHBIMHU B MHPOPMAIIMOHHBIX CUCTEMAaX MEePCOHANBHBIX JaHHBIX;
— KOHTPOJIEM 3a IPUHUMAEMBIMHA MEPaMHU T10 3aIIUTE IEPCOHATBHBIX JAHHBIX U ONPEIEICHHOTO YPOBHS
3aIIUIIICHHOCTH HH()OPMALIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JAHHBIX B MIPOIECCE €€ IKCILTyaTaIlUH.

5. OCHOBHBIE TPEBOBAHMS K TPOLIECCAM OBECIIEYEHMUS
NHOPOPMAIIMOHHOMU BE3OITACHOCTH

Metoanyeckoe pyKOBOJICTBO, pa3pabOTKy pelIeHUH MO 3amuTe MHPOPMALUHU, COTJIACOBAHUE
BBIOOpA CPEICTB BBIYMCIUTENBHON TEXHHKH, MPOTPAaMMHBIX M MPOrpaMMHO-aIMapaTHBIX CPEICTB
3aIUThl HH(POpMALIK, OPTaHU3aAIMI0 PAOOT MO BBISIBICHHIO BO3MOXXHOCTEH M IPEAYNPEKACHUIO YTEUKH
M CBOWCTB 3aIIuIaeMod HH(POPMAIMH, aTTECTAlUI0 OOBEKTOB HMH(POPMATHU3AIUU OCYIIECTBISIOT
corpyanuku Lkomnsr Ne3 (ynoiaHoMO4YeHHEBIE).

Pusznyeckas 0e30MaACHOCTD

[IpuHATBIE OpPraHM3aLlMOHHBIE M TEXHUYECKHME Mepbl Mo 3amure noMeuieHuil I[lxomer Ne3,
CEepBEpPHOT0O ¥  KOMMYTAIlMOHHOTO  OOOpYAOBaHHSA, AaBTOMAaTHU3UPOBAHHBIX  PabOYUX  MECT
noJib3oBareneil nHpopMamoHHbIX cucteM [komsr No3 obecreunBarOT pealn3amuio CIeIyIOIIX Mep
Io:

— pasrpaHuyeHu0 goctyna paboTtHukoB B momenieHus Ilkombr Ne3 B cOOTBETCTBHHM € UX
MOJTHOMOYHSMU | JTOJKHOCTHBIMH O0SI3aHHOCTSIMU;




— peructpauuu (akTOB BXOAa pPAOOTHUKOB B TIOMEIIEHUS B KOTOpPHIX BeA€rcs 00paboTka
MEPCOHAIBHBIX JAHHBIX;

— KOHTPOJIUPYEMOMY MNpeObIBaHUIO MOCTOpoHHMX Jull B Lllkone Ne3 B momemieHusi, B KOTOPBIX
BenéTcss 00paboTka MH(POPMALKMK OTPaHUYEHHOTO JOCTYHa M pa3MeIlleHbl amlapaTHble CpeacTBa
WH()OPMAITMOHHON CHCTEMBI,

— OpraHW3alliy PeKUMa KOHTPOJIUPYEMOT0 BHOCA/BBIHOCA CPENICTB 00padOTKU MH(OPMAIIUH.

[Tomemenuss MKOABI  JOJMKHBI  ObITH  O0OpYNOBaHBI  JETEKTOpaMM OTHS U JIbIMa,
OTHETYIIUTENSIMH, CHCTEMaMH KOHJUIIMOHMPOBAHUS BO31yXa, CPEICTBAMH OXPAaHHO-TIOXKAPHOMH
CUTHaJIM3aI1H.

OcHoBHOE cepBepHOE U KOMMYyTannoHHOe obopynoBanue [1Ikonpr Ne3 momkHO OBITH 3alIUIIEHO
oT mepeboeB B MoAaue AJIEKTPOIHEPIHMH MYTEM MOJKIIOYEHUS K BJIEKTPOCETH C MPUMEHEHUEM
UCTOYHHUKOB  OecrepeOOMHOro  NHUTaHUS M PEe3EpBHOTO  Ju3eNb-TreHeparopa.  VICTOYHMKH
OecriepeOOMHOr0 MUTAaHUS HEOOXOJMMO PETyNISIpHO TECTHUPOBATh U MPOBEPSTH YIOTHOMOYEHHBIM
pabOTHHKAM IIKOJIBI B COOTBETCTBUU C PEKOMEHIALUSIMU IIPOU3BOUTEIIS.

[TopraTuBHBIE TEXHUYECKHE CPEACTBA HE JOJKHBI OCTABATHCA 3a MpeJesiaMi KOHTPOJIUPYEeMOi
30HBI IIKOJIBI 0€3 KOHTPOJISI CO CTOPOHBI pA0OTHUKOB ILKOJIBI.

Be3onacHocTh Ha padoueM MecTe

3anpeniaercs BECTH 3alUCh Mapoyied B OTKPHITOM BUJE Ha MaTepUaNbHBIX HOCUTENA, 3a
HCKJIIOYEHUEM CITy4aeB, periaMeHTUPOBAHHBIX METOOB XpaHEHHUSI.

JIOKyMeHTbl W HOCUTENH ¢ HH(OpMalKeld OrpaHMYEHHOTO [OCTyMa JOJKHBI yOWUpaTbcs B
orevareiBaeMble MecTa (cei (b, mKadsl 1 T.11.), IpU yxojie ¢ paboyero mecta. Ha aBTomaTn3npoBaHHOM
pabouem Mecte [lomp3oBarens pabouas ceccus O KHA OBITH MMpepBaHa, pabo4Yuii CTOJ 3a0JJOKUPOBAH.
Bxop monb3oBatens B cUCTEMY HE JJOJKEH BBITOJIHATHCS aBTOMAaTHUECKH.

JIOKyMeHTBI, cofiepskanire nH(HOpMaIIMI0 OrPaHUYEHHOTO 10CTYIA, JOJIKHBI Cpa3y U3bIMAThCS U3
NeYaTalomuX  yCcTpoicTB. Jlng  yTwimzanuu — KOH(QHUIEHIHMAIBHBIX  JTOKYMEHTOB,  JOJDKHBI
UCIOJIb30BAaThCA YHUUTOXKUTEIH JIOKYMEHTOB HE HUXe 4 YpOBHA IO CTaHIapTy Oe30MacHOCTH,
NPUMEHSEMOMY K YHUYTOXXUTEISIM JOKYMEHTOB.

[Ippu  wcmonb30BaHUM  MOOWJIBHBIX  TEXHHMYECKHMX CPEACTB  HEOOXOIMMO  COONIOaaTh
JOTIOJTHUTEIBHBIE MEPHI 110 pErjaMeHTAIlMU U KOHTPOJIIO UCTIOIb30BaHUS B UH(OPMAIIMOHHON CHCTEME
MOOUJTBHBIX TEXHUYECKUX CPEJCTB.

Haxoxnenue mnpeacTaBUTeNe IOPUIMYECKUX JIMII B paMKaxX MCIOJHEHHUS JOTOBOPHBIX
00s13aTEILCTB B TTOMEIICHHUSAX B KOTOPBIX BenETCs 00paboTka MHGOPMAIIMU OTPaHUYEHHOTO JOCTYyIa
MH(POPMALIMOHHON CHCTEMBI, BO3MOXXHO TOJIBKO B CONpoBOXJIeHMH pabdoTHuka I[Hkombr Ne3
JOMYIIEHHOTO 10 00pabOTKM Takoi WH(OPMAIIUH.

Pa3merienne TeXHUUECKUX CPEJCTB BBIBOJIA MHPOPMALIUU B TIOMEIIEHUSIX HIKOJIBI IPOU3BOIUTCS
C Y4€TOM HCKIIFOUEHUSI BO3MOXKHOCTH BU3YaJIbHOTO NMPOCMOTpPa UH(GOPMALIMU MOCTOPOHHUMH JINLIAMU
U pabOTHHKaMH, HE JIOMYIIEHHBIM K padoTe ¢ TaHHON HH(OpMaIHe.

TexHuueckue cpeacTBa JOKHBI pa3MEIIAaThCS U XPAHUTbCA TaKUM 00pa3oM, 4TOObI COKPAaTUTh
BO3MOYKHBIN PUCK TIOBPEKIACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA.

Texnuyeckoe 00cay:KkuBaHHe 000PYI0OBAHUS

TexHuueckue cpencTBa IMIKOJNBI JODKHBI IMPOXOIUTh Ha PETYISIPHOM OCHOBE CEPBUCHOE
00CITy>)KUBAaHHE B COOTBETCTBUU C PEKOMEHIAIIUSMH ITPOU3BOANUTENEH 000pYLOBaHUS.

PemMoHT u cepBucHoe oOcayKuUBaHUE OOOPYIOBaHMS JOJKHBI BBINOJHITHCS TOJBKO
KBUTH(DUIIUPOBAHHBIMU CIIEITHAIACTAMH.

Texuunueckoe oOcCTyXHMBaHHE OOOPYAOBAHUS CTOPOHHMMH OpTraHHU3ALMSIMH HE JIOJDKHO
MPUBOAUTH K PUCKY HApYLICHUSI KOH(PHUICHIIMATBHOCTH 3alUIIaeMOil HH(OpMAIIHH.

B3aumoneiicTBue ¢ TPEeTbUMH JHIAMHA

B nensx obecnieuennst nnopmanronHoit 6e3onmacuHoctu [llkonbr Ne3 mpu B3auMojaelcTBUU C
TPETHUMHU JIUI[AMH JIOJKEH BBITIOJIHATD CJIEIYIOIINE MEPOIIPHUATHS T10:

— 3aKJII0YEHHIO COTJIAIICHUS O Hepas3rialleHnH HH(OpMaluy OrpaHUYEHHOTO JJOCTYTA MOJYy4eHHOH B
X0/J1€ UCTIOJHEHHSI TOTOBOPHBIX 0053aTEIbCTB;

— OCYUIECTBJICHHIO KOHTPOJS 3a JEHCTBUSMHU TpeACTaBUTENIe KOHTPAareHTOB B Mpezenax
KOHTPOJIMPYEMOI1 30HBI IIKOJIBL.




YnpasieHnue ;KM3HEHHBIM HUKJI0M HHGOPMANMOHHBIX CHCTEM

MeponpusTus B mpoliecce >KU3HEHHOT O IIMKJIa HH(POPMAITMOHHBIX CUCTEM LIKOJIBI TOJKHBI OBITH
HampaBlIeHbl Ha obecreueHue 3amuThl HWH(OpMAIMM TNPH BBOJIE B JCHCTBHE, AKCIUTyaTaIUH,
COIPOBOYKACHUH U MOJIEPHU3ALIMH, BBIBO/IA U3 SKCILITyaTall1u.

OcHoBaHueM pH pazpadboTke HHOOPMALIMOHHBIX CUCTEM JOJKHBI SIBISITHCS PEIICHUSI IPUHSATHIE
Ha craauu (GOpMHUPOBaHUS TPeOOBaHUH, coleprKamue TpeOOBaHUS B TOM YHCIIE MO CUCTEME 3aIIUTHI
nHpopmanmm.

Jlroboe miaHupyemMoe K BHEIPEHHUIO M3MEHEHHE MH()OPMAIIMOHHOW CHCTEMBI MpEIBAPUTEIHHO
JOJKHO OBITH MPOAHATM3UPOBAHO Ha COBMECTUMOCTh U OTCYTCTBHE HapyIIEHUH paboTOCIOCOOHOCTH
CHCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPE/ICTB 3AIIUTHI HHPOPMALIUH.

PaGotel mo MoaepHM3anuu HHQOPMAIIMOHHOM CHCTEMbl, B TOM YHCJIE [0 YCTaHOBKE
IIPOrPaMMHOTO OOecTiedeHuss 1 OOHOBJICHUH, JOJDKHBI MPOBOAUTHCS B Hepabouee BpeMs MU BpeMs
HaWMEHBIIIEH paboueil Harpy3KH.

[Ipu BbIBOAE M3 OKCIUTyaTallMd WHGOPMAIMOHHBIX CHUCTEM JIOJDKHO 00eCreunBaThCs
rapaHTUPOBaHHOE ynaneHue oOpabaTbiBaeMON M XpaHMMOM B HUX MHGOpPMAIMU C MCMHOJIb30BAaHUEM
CPEACTB TapaHTUPOBAHHOTO YHMUYTOXKEHUS HHPOpPMAIUK WIH MYTEM (U3NYECKOTO YHHUYTOXKCHHS
HOCHUTENeH nHpopMaIuu.

Bce mponenypsl obecrnieueHus 3amuThl HHGOPMAIMK, YCTAHOBJICHHBIC B IIKOJE B OTHOIICHUH
MH(OPMALIMOHHBIX CUCTEM, JOJKHBI BBIMOIHATHCS U KOHTPOJIUPOBATHCS OTBETCTBEHHBIMU JIMIIAMU 3a
OpraHu3aIyio padboT 1o 3aumre HHPOpPMaLnH.

KoHnTpoJs 1ocryna Kk nHGOpManuoHHbIM cHCTEMaM

Bce pab6ornuku [konsr Ne3, nomymieHHble K paboTe ¢ MHPOPMALMOHHBIMA CHCTEMaMU HECYT
MEPCOHANBHYIO OTBETCTBEHHOCTh 3@ HapYILIEHHUSI YCTaHOBJICHHOTO OpsAKa 00paboTKU HHPOPMAIUH.

YpoBeHb IOJHOMOYMU TMONB30BAaTEds] B HMHMOPMALMOHHOW CHUCTEME IIKOJBl JOJDKEH
OTIPEETATHCS B COOTBETCTBUH C €r0 JOKHOCTHBIMU O0S3aHHOCTSIMHU.

Hoctyn 10JIb30BaTeNeN K UH(POPMALIMOHHBIM CHUCTEMaM IIKOJIBI TOJKEH
KOHTPOJIUPOBATHCS aIMUHUCTPATOPOM MH(POPMAIIMOHHON CUCTEMBI.

OcylecTBI€HHE PETYISPHOIO KOHTPOJISI BBINOJHEHUS OPraHU3alliOHHO-PACIOPSAIUTEIbHBIX
JOKYMEHTOB, KAacCalOUIMXCSl perjaMeHTallMd JOoIMycka paOOTHUKOB IIKOJBl K HHGOPMAIMOHHBIM
cUCTEMaM.

HNaenTuduxanus v ayreHTupuranus

JlocTyn nosb3oBaresneil K ”HPOPMaIIMOHHBIM CUCTEMAaM JO0JHKEH MPEIOCTABIATHCS TOJNBKO MMOCHe
YCHEIIHOTO 3aBepIlIeHUs NACHTU(PUKAIIUY, ayTeHTU(DUKAIIH.

[TonyyeHue mosib30BaTeNieM HMMEHM B HWHPOPMALMOHHOM cHCTEME M Tapoiisi, KOTOpbIE
o0ecneunBaoT JOCTYN K MH()OPMALMOHHONW CHCTEME, OJIKHO OCYIIECTBISTHCS MO MPEACTABICHUIO
PYKOBOIUTENS CTPYKTYPHOT'O IIOJIpa3AcICHUsI.

YupagJienue 1ocrynom

B IlIkone Ne3 1omKHO OCYIIECTBIATHCSA YHPaBICHHUE IOCTYIIOM K MH(POPMALMOHHOM cHCTeMe
MOCPEACTBOM pean3aliil HEOOXOAMMBIX METOJOB, THUIIOB M MPaBUJ pPa3TpaHUYEHUS JIOCTyIa
nosib3oBarensM uHpopmanmonHoi cuctemsbl [llkombr Ne3. B ToM umcie obecriedeH 3allUIICHHBIN
yAanéHHBIA OCTYN CyOBEKTOB JOCTyma K OOBEKTaM JOCTyla 4Yepe3 BHEIIHWE HH()OpMalHrOHHO-
TEJIEKOMMYHUKALIMOHHBIE CETH.

Be3onacHocTh npy padore ¢ HocUTeAAMH HHGOPMALINH

Pa6otaukm Illkonsr Ne3 mODKHBI HCIIONB30BAaTh TOJIBKO YYTEHHBIE CHhEMHBIC MAalTUHHBIC
HOCUTENM WHGOpPMAIMK JUIS BBIOJHEHHUS CBOMX JIOJDKHOCTHBIX o0Os3aHHOCTeH. Mcmonb3oBanue
CbEMHBIX MAITMHHBIX HOCUTENEH NHGOPMAIIH B IIKOJIE B UHBIX LENSIX CTPOTO 3alpelieHo.

CbEéMHbIE MalTMHHBIE HOCUTENU WH(GOPMAIUU TOJDKHBI XPAHUTCS B ONEUaThIBaEMbIX IIKadax, B
MTOMENICHUAX B KOTOPHIX MPEaycMOTpeHa 00paboTka HHGOPMAITUH OTPAHUICHHOTO JIOCTYTIA.

B cnyuae xpaxu WM MOTEpH CHEMHOTO MAIIMHHOTO HOCHUTENS MH(POpPMALMU, a TaKKe MHBIX
MHIUACHTOB, KOTOPbIE MOTYT IPUBECTU K HAPYIIEHUIO CBOMCTB MH(GOPMAIIUU OTPAaHUYEHHOT'O IOCTYTIA,
JOJKHBI IIPOBOIUTHCS. MEPOIIPUSITHSI 110 PACCIIEIOBAHUIO TAKUX MHIIMIEHTOB.




[Ipu BbIBOJE M3 AKCIUIyaTallud ChEMHOTO MAIIMHHOTO HOCHUTENS HH(OpManuu, BCE HAHHBIE,
XpaHdlmecss Ha HEM, JODKHBI OBITh yAalleHbl OMpPENEIeHHONM KOMHCCHEW W3 uucia pabOTHUKOB,
CPEICTBOM TrapaHTUPOBAHHOTO YHUUTOXKCHHS HH(POPMAIIHH.

@DakT yHUUTOKEeHHS MH(DOpMAaIIUK Ha ChEMHOM MAIIMHHOM HOcHTeNe nH(opManuu GuKCUpyercs
B aKTe 00 YHUUYTOXEHUU HH(POPMAITUH CO ChEMHOTO MAIIMHHOTO HOCUTEIN HHPOPMALIUH.

Perncrpanus coobITHII

B Ikome Ne3 nomkHa OCYHIECTBISATHCS PETUCTPAIMU COOBITUM O€30MacHOCTH Ha BCEX
KOMITOHEHTax HWHQpopMaruoHHbX cucteM Illkombr Ne3, B koTOpweix oOpabaThiBaeTcs 3ammuiiacmast
nHpopMarus.

AHTHBHMpPYCHAH 3alIIMTA

B mensax oOHapyXeHHMsT W YCTpaHEHHUS BPEAOHOCHBIX MPOrpaMM B IIKOJE JOJKHBI
HCIOJIb30BaThCS CPEICTBA AHTUBUPYCHON 3aIIUThI HH(GOPMAIUH.

O06s13aTeIbHOMY KOHTPOJTIO CPEJICTBOM aHTUBUPYCHOM 3aIIUTHI MHGOPMAITUH JTOJDKHA MOIEKATh
mo0as nHbopManus (TeKCTOBbIC (dalibl T0O0bIX (opMaToB, (aiiabl JaHHBIX, UCTIOJHIEMbIC (Daitiibn),
mojiydaeMasi M mepefaBaeMasi 1o JIOKaJbHOW BBIUMCIMTEILHOM CETH B TOM YHCJIE U CETSAM OOIIero
MOJIb30BAaHHUS, a TaKKe HH(OPMALKs, XpaHUMasi Ha CheMHBIX MAIIMHHBIX HOCUTENSIX HH(OPMALIUH.

[Ipu ycTaHOBKE MPOrpaMMHOT0 OOECTIeYeHNs MIIM €r0 OOHOBJICHHUSI Ha CEBEpHOE 000pYAOBaHHUE
JOJKHA aBTOMATMYECKHU BBIMOJHATHCS MpeABapuTeibHas IpoBepKa JaHHOTO MPOrPaMMHOTO
o0ecrieyeHrs: Ha OTCYTCTBHE BPEJOHOCHOTO MPOIPaMMHOI0 00EeCTICUEeHHUS.

Oo6HoBneHne 06a3 cUTHATYp UIsl CpPEACTBA AHTUBUPYCHOW 3alIUThl MHGOPMAIUU JIOJIKHBI
OOHOBJISITHCSI €KETHEBHO.

[Tonb3oBarenn 6e3 mpaB aAMHHHCTpaTOpa HWH(GOPMAIMOHHONW CHUCTEMBI IIKOJIbl HE JOJIKHBI
UMETh BO3MOKHOCTb IMOTYYCHUS JOCTYIA K KOHPUTYpALIUA aHTUBUPYCHOTO CPEICTBA 3AIIUTHI UITH €T0
OTKJTIOYEHUSI.

KoHTpoJIb 3211 11IeHHOCTH I1ePCOHAJIbHBIX IAHHBIX

B 1mensx WCKIIOYEHHs SKCIUTyaTallud YsS3BUMOCTEW MPOTPAaMMHOTO OOeCnedeHUs MOJKHBI
MPOBOAUTCS pabOThl MO BBISBICHHMIO, aHAIM3y VYI3BUMOCTEM WH(DOPMALIMOHHOW CHUCTEMBI U
OMEepaTUBHOE YCTPaHEHUE BHOBb BBISBIECHHBIX YsA3BUMOCTEH. B TOM umcne opraHu3aiusi KOHTPOJIA
YCTaHOBKH OOHOBJIEHUS MPOTPaMMHOT0 00ecredeH s BKII0Yasi CPEICTB 3alUThl HH()OPMALIUH.

Hcnojb30BaHue IPOrPaMMHOI0 o0ecrieYeHust

Breibop mnporpammHoro obecrneueHus i [POU3BOJICTBEHHBIX HYXKJ IIKOJBl  JOJIKEH
IIPOU3BOJUTECS B IPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOIO B EIMHBIN peecTp pOCCHUHCKHUX
MIPOrpaMM JJIsl 3JIEKTPOHHBIX BHIUUCIUTENBHBIX MalllMH U 0a3 JaHHbIX. B ciydyae oTcyTcTBHS aHasora B
EnnaOM peectpe poCCHIICKMX MPOrpaMM ISl JIEKTPOHHBIX BBIYMCIUTEIBHBIX MAlIUH U 0a3 TaHHBIX
JIOTTYCKaeTCs UCIOIb30BaTh MPOrPpaMMHOI0 00ecredeHre UMIOPTHOTO MPOU3BOJICTBA.

Hcnosb30BaHue cpeAcTB KpUunTorpaguyeckou 3aluThbl HHGoOpMALMu

Obecrnieyenue 3amuThH UHGOPMALMK OTPAHUYEHHOTO JOCTYIa OT PACKPBITHS, MOIUPUKALUN U
HaBs3bIBaHUS (BBOJA JIOXKHOW MH(pOpMalun) npu e€ nepenade (MOArOTOBKE K Mepenade) Mo KaHaaam
CBSI3M, MMEIOIIUM BBIXO/ 3a MpeAeibl KOHTPOJIUPYEMOM 30HbI 0OecTieynBaeTCsl IPUMEHEHUEM CPEJICTB
KpUNTOTpaguuecKon 3amuThl HHPOPMALIUH.

[Ipuo6perenue cpeacTB KpunTorpapuueckon 3auThl MHOOPMALIUY LIKOJIBI OCYILIECTBISETCS Ha
OCHOBAHUU JIOTOBOPOB U KOHTPAKTOB C JIML[aMH UMEIOLIUMU JeiicTByrouyto nuuen3nto @Cb Poccun Ha
OCYILIECTBIICHUE JIEATEIBHOCTU MO pa3pabOTKe, MPOU3BOJACTBY, PACHPOCTPAHEHUIO MIM(PPOBAIbHBIX
(kpunrorpadudecKkux) CpeAcTB, WH(DOPMANMOHHBIX CHCTEM M TEICKOMMYHUKAIMOHHBIX CHCTEM,
3aIUIIECHHBIX C HCIOJIb30BaHWEM MHU(PPOBATBHBIX (KPUOTOrPaUUYECKUX) CPEICTB, BBIMOJHEHHUIO
pabot, okazaHHMIO yCIyr B oOmacTd mudpoBaHus HHOOPMAIMH, TEXHHUUYECKOMY OOCITYKHUBAHHIO

mupoBaTbHBIX (kpunTorpaduuECKux) CPEICTB, MH(pOPMaITMOHHBIX CUCTEM "
TEJIEKOMMYHUKAIIMOHHBIX ~ CHCTEM,  3AIIMIIEHHBIX  C  HCIOJBb30BaHHEM  IIHU(PPOBAIBHBIX
(kpunTorpaduuecknx) CpeACTB (3a HCKIIOYECHHUEM Clydas, €CJId TEXHHUYECKOe OOCITy)KMBaHUE
1 (ppoBaTBHBIX (kpunTorpapuuEcKux) CPEICTB, MH(POPMALIMOHHBIX CUCTEM u
TEJIEKOMMYHUKAIIMOHHBIX ~ CHCTEM,  3aIIWIICHHBIX  C  KCIOJb30BAaHHEM  IIH(PPOBATBHBIX

(xpunrorpaMuecK1x) CPesICTB, OCYIIECTBISIETCS A o0ecieueHHst COOCTBEHHBIX HYXKI IOPUANIECKOTO
JIMLA WINA UHIUBUAYAIBHOTO MIPEAIPUHIMATENS).



B umensx opranumsanmm U o0ecrieueHuMM Tnepenaud MHGOpManMM MO KaHajlaM CBS3H C
UCIIOJIb30BAHUEM CPEJICTB KpUIITOrpaduyeckord 3aliuThl HHQOpPMAIMHM, a TakKKe BbIITOJHEHUS
muneH3noHHbIX TpeboBannii ®Ch Poccun B mikone A0KeH OBITh CO37aH OpraH Kpunrtorpaduueckoit
3aIIUTBHI.
[TopranbHble penieHus! KOJIbI C BO3MOXHOCTBIO JOCTYIIA C CETeH 00IIEro MOIb30BaHuUs JOKHBI
B MPUOPHUTETE pa3pabdaThIBATHCA C OPTaHU3AKUEH 3aIUIIEHHOTO KaHajla MOCPeICTBOM MpoTokoja TLS
¢ nogaepxkkoit anropurmoB I'OCT 34.10.
Hcnosib30BaHue 3J1EKTPOHHOM 10YThI
DneKkTpoHHas TouTa JODKHA Hcmoib3oBaTtbest B Llkome Ne3 ¢ menmbro opranm3anuu oOMeHa
3JIEKTPOHHBIMU COOOIICHUSIMH MEXly paOOTHUKAMHU M CyObeKTaMU HHPOPMALMOHHOM O€30MacHOCTH.
[Ipu ncnonb30BaHUM 3JIEKTPOHHOM MOYTHI 3aIIPEIIACTCS:
v’ o06men wuHpOpPMalMEl IS CIOyKeOHOro IIOIb30BaHMS, a TakkKe HHpOpMaLuen
OrpaHUYEHHOTO JAOCTYIIA;
v/ TpenocTaBieHHe JIOCTyNa K DJIEKTPOHHOM IMOYTE C WMCIOJIB30BAHMEM JaHHBIX CBOEH
Y4€THOM 3alUCH TPETHUM JIUIAM;
v’ myOJIMKaIMs CBOETO CITY>KEOHOIO aJIpeca DIIEKTPOHHOM MOUThI B JJIEKTPOHHBIX KaTalorax,
Ha TMOMCKOBBIX MaIIMHAX U JAPYrUX pecypcax ceTH MHTepHeT B 1eNsiX, HE CBSI3aHHBIX C
HCIIOJIHEHUEM CBOUX JIOJDKHOCTHBIX 00S3aHHOCTEH;
v TOAIHCKA IO DICKTPOHHOW IMOYTE HA Pa3IMYHBIC PEKIAMHBIC MATEPUAIIbI, JIHCTHI
PacChbUIKH, 3JIEKTPOHHBIE KYpHANBI U T.[I., HE CBA3aHHbBIE C BHIIIOJIHEHUEM T0JIb30BaTEIEM
JOJKHOCTHBIX 00S13aHHOCTEH;
v’ OTKpHITHE (3ayCK Ha BHINOJHEHUE) (HalIOB, MOIYYEHHBIX MO JJIEKTPOHHOM ITOYTE WITH U3
pecypcoB cetu MHTepHeT, 0e3 NpeaBapUTENbHOM MPOBEPKU UX AHTUBUPYCHBIM
IPOrPaMMHBIM 00ECTICYCHHEM.
PaboTta B ceTsix 00111er0 1M0Jb30BAHUSA
[lkoma ocTaBnseT 3a coOOW mMpaBo OJOKMPOBATH WM OTPAHUYMBATH JOCTYN PAOOTHUKAM K
CEeTSIM CBSI3M OOILEro MOoJb30BaHUsA, B TOM uucie ceTh VIHTepHeT, coJep)KaHHE KOTOPBIX HE HUMEeT
OTHOIICHHS K HCIIOJHEHHUIO JIOJDKHOCTHBIX 00sS3aHHOCTEH, a Takke K MH(POPMALMOHHBIM pecypcam,
COJIEp’KaHUE U HAMPABJICHHOCTh KOTOPBIX 3aIpPEIICHbl 3aKOHOAaTeNbCTBOM Poccuiickoit denepanni.
Wudpopmanus o mnocemaeMmbix padoTHukamu Illkomer Ne3  MH(POPMALMOHHBIX pECYpCOB
MIPOTOKOJIMPYETCS JJIs MOCIEAYIOIEero aHaau3a U, Mpu HE0OXOJUMOCTH, MOXKET ObITh Mpe/cTaBIeHa
PYKOBOJIUTENSAM CTPYKTYPHBIX IOApA3AeNCHH, a Takxke pykoBoauTemnto [Ikonbsr Ne3 nist KOHTpoOIs.
[Ipu ncnonp3oBannu cetu MHTEpHET 3ampenieHo:
— HUCHOJb30BATh MPEIOCTABICHHBIN IIKOJION TOCTYII B CETh IHTEpPHET B IMYHBIX HENAX;
— HCIIOJIb30BaTh HECAHKIIMOHMPOBAHHBIE MPOTpaMMHBIE W IPOTrpaMMHO-aNMapaTHbIE CPEICTBa,
MO3BOJIAIONINE TOMYYUTh HECAHKIIMOHUPOBAHHBIN T0CTyN K ceTh HTepHeT;
— myONMKOBaTh, 3arpyXarb H PAaCHOPOCTPAaHATh MaTepuanbl COJEp)KAIlMe HEIOCTOBEPHYIO
UH(OPMALIKIO 0 HIKOJIE, a Takxke (ambcuduuupoBath cBoit IP-anpec.

Pe3epBHOE KONMPOBAHME U BOCCTAHOBJIEHHE TAHHBIX

Ocy1iecTBiIeHNE PE3EPBHOTO KOTMPOBAHUS JJOIKHO OCYIIECTBIIATHCS IS
— uHpopmMaru odpabdaTeiBacMoil Ha (paillIoBOM cepBepe U cepBepe MPUIIOKEHUH, HHOOPMAITMOHHOM
CUCTEMBI;
— pabouux MecT aMUHUCTPATOPOB HHPOPMAITMOHHON CHUCTEMBI.

YacTtoTa W pEXHUM pE3EPBHOTO KOMHPOBAHUS YCTAHABIMBAIOTCS TaKUM 00pa3oM, YTOOBI
o0ecneynTh MUHUMAJIbHYIO TOTEPIO JAHHBIX U OTIEPATUBHOE BOCCTAHOBJICHHE.

Hactpolika pe3epBHOro KOMUPOBaHHUS M BOCCTAHOBJICHHUS PECYPCOB MH(OPMAIIMOHHBIX CHCTEM
IIKOJIBI TIOJKHBI TPOBOAUTH YIOJTHOMOYEHHbBIE PAOOTHUKH IIKOJIBI.

Pe3epBHOE  KONMUpOBaHHE  JOJDKHO  OCYHIECTBISATRCS B aBTOMATHUECKOM  pPEKUME
C TNPUMEHEHHEM OTEYECTBEHHOIO CHELHAIN3UPOBAHHOTO CPEICTBA PE3EPBHOIO KOMHPOBAHUS
C ICHCTBYIOLIUM CEpTU(PHUKATOM COOTBETCTBUA MO TpeboBaHusAM Oe3zomacHocty uHpopmarmu GCTIK
Poccun.




6. OCHOBHBIE TPEBOBAHUS K IPOLUECCAM YIIPABJIEHUSA
WH®OPMAIIMOHHOM BE30IACHOCTBIO

MoHuTOpHHT MHGOPMALIMOHHOM 0€30[IACHOCTH

Ha mnoctosiHHOIl OCHOBE HOMKEH NPOBOAUTHCS KOMIUIEKCHBIM aHanu3 (yHKIIMOHUPOBAHUS
MH(POPMALIMOHHOMN CUCTEMBI IIIKOJIBI M BO3HUKAIONIIUX COOBITHI MH(OPMAIIMOHHON 0€30MacHOCTH.

[Iporiecc MOHUTOpPHHTAa CHCTEMBI OOecTieueHHs HH(POPMAIMOHHONW O€30MacHOCTH JOJIKEH
BKJIIOYATh B c€0s KOHTPOJIb OPraHU3ALUOHHBIX U TEXHUYECKHX MEp MO 3aIIuTe WH(POpMAIUU, aHAIIN3
napaMeTpoB KOH(PUTypaluu 1 HACTPOUKH CPEACTB 3alUThl HH(OPMALIUH.

IIpn mpoBeAcHUM KOHTPOJBHBIX MEPOINPUATUN, CBSI3aHHBIX C OLICHKOM peald3aluuud Mep 0
3amuTe HHGOPMALUU B IIKOJIE, YIIOJTHOMOUYEHHbIE PAOOTHUKH JOJKHBI MPUAEPKUBATHCS CIETYIOIINX
MIPUHIIUATIOB:

— He HapymaTh GpyHKIIMOHUpOoBaHKE JaesATeIbHOCTH [1Ikomsr Ne3;

— JeiicTBOBaTb B COOTBETCTBUM C YTBEPXKIEHHBIMH  OPraHMU3AaLMOHHO-PACTIOPAIUTEIHHBIMU
nokymeHnTamu [xosbr Ne3 o 3amnure nHGOpMaIuy;

— HE CKpbIBaTh (DAKTHI BHIABICHHBIX COOBITHI HHPOPMAITMOHHOM 0€301acHOCTH;

— 0(hOpMIISATH OTUETHI, MOATBEPKIAIOIINE BHIITOJHEHNUE MEPOTIPUATHH 110 3a1IUTe UHPOPMALIKH.

WNudopmanus, nomydyeHHass B X0/1€ IPOBEACHUS KOHTPOJIUPYIOUIUX MEPOIPUITHI O NEHCTBUSX,
COOBITHSIX U TTapaMeTpax, UMEIOLINX OTHOLICHHUE K pean3aluy Mep 110 3aIluTe HHPOPMAaLUH, T0JDKHA
KOHCOJIUJPOBATHCS U XPAHUTHCSI B MECTAX, UCKITIOYAIOLIUX TOJTyYeHHE K Hell HECAHKIIMOHUPOBAHHOTO
JOCTyIaA.

MOHHMTOPUHT JaHHBIX O 3apPErUCTPUPOBAHHBIX COOBITHUSAX HH(POPMAIMOHHON O0€30MacHOCTH
JIOJDKEH TPOBOJAUTHCS, MO BO3MOXHOCTH, C HCIOJIB30BAHUEM CHUCTEMbl MOHMTOPWMHIA HHIUICHTOB
nH(OpPMALIMOHHONW 0€30MacHOCTH WJIM BCTPOEHHBIX MEXaHHU3MOB HACTPOMKM M ayauTa COOBITUH B
IPOrPpaMMHBIX ¥ TPOrPAaMMHO-AINIAPATHBIX CPEJCTBAX, MCIOJIb3YeMbIX B HWH(POPMALMOHHOM
MH(PPACTPYKTYpE HIKOJBI.

YupasJ/jieHue pUCKAMH

Omnpenenenre BHYTPEHHUX TpeOOBaHMI MO 3amuTe MH(DOpPMALMU, JOJKHBI OCHOBBIBATHCS Ha
pe3yabTaTtax IPOBEACHUS aHAIW3a PUCKOB HApPYLICHHS OCHOBHBIX CBOMCTB 0€30MaCHOCTH IS
MH(OPMALIMOHHBIX PECYPCOB MIKOJBI.

OCHOBOIi OLIEHKH PUCKOB JIOJDKHA OBITH OLIEHKA YCIOBHM M (PAaKTOPOB, KOTOPBIE MOTYT CTaTb
MPUYMHON HapyIIeHUs LEIOCTHOCTH, KOH(MUISHIIMAIBHOCTH U JTOCTYMHOCTH ISl MH()OPMALIMOHHBIX
PECYPCOB LIKOJIBI.

PesynbraTrom mnpoBeleHHs aHaNu3a PHUCKOB JOJDKEH ObITh pPa3paOOTaHHBIM KOMILIEKC Mep,
HaNpaBJICHHBIX HA CHUKCHHE BO3MOXKHOT'O HETaTUBHOTO BIMSHUSA Ha OCHOBHYIO J€SITEIHHOCTD IIKOJIBI
NPy pealu3alid TOW WJIM HWHOW Yrpo3bl Oe3omacHOCTH HWHGOPMAIMKM W O0ECIEYMBAIOIIUX B
JabHEHIIeM JOCTATOUYHbIM YPOBEHb 3alIMIEHHOCTH HHPOPMALIMOHHBIX CHCTEM IIIKOJIBL.

Ynpasiaenue nHnuaeHTaMu HHGOPMANMOHHOI 6€301ACHOCTH

st obecniedeHust 3¢ (HEeKTUBHOTO pa3perieHus] HHIMIECHTOB HH(POPMAIIMOHHOW 06€3011aCHOCTH B
IIKOJIbI, MMHMMM3AIMK TOTEPb M YMEHBUICHHUS pPHUCKAa BO3HMKHOBEHHUS MOBTOPHBIX HHIIMJIEHTOB
JIOJDKHO OCYILECTBIIATHCS YIPaBICHUE HUHIMICHTaMU HH(POPMAITMOHHON O€30MaCHOCTH.

Jlyist yripaBiieHUsT MHIUEHTaMU HH(POPMaIMOHHOM 0€301MacHOCTH JIOJKHA OBITh CO3/1aHa CITy)k0a
MOHHUTOPHUHTA U PEarupoBaHuUs HAa MHIIMJICHTH HHPOPMALIMOHHOM 0€30IacHOCTH, KOTOPasi TOCPEICTBOM
KOMILJIEKCa CPE/ICTB U MEPONPUATUH 111 cOOpa U KOHCOMM AU UHPOpMAIK 00 MHIIMIEHTaX peliaeT
JaHHYIO 33/a4y. B OTHONIEHMM Ka)XIOrO MPOHM3OLIENIIEr0 WHIMAEHTa pabOTHUKAMU U3 CIIY>KOBI
MOHHUTOPHHTA M pearupoBaHMsI Ha MHIIMIEHTHI HH(OPMallMOHHON 6€30MaCHOCTH JJOJKEH BBITIOTHATHCS
ero aHayus, U pa3paboTka 3(p(PEKTUBHBIX MEP pearupoBaHUs HA TAHHBIN UHIIUICHT.

AyauT cucrembl o0ecnievyeHusi HHPOPMANMOHHOM 0€30ACHOCTH

B mensx omenkm Tekymero ypoBHs uH(popManuoHHoM Oe3zonmacHoctH I[IIkomer Ne3 Ha
PEryJIsipHOI OCHOBE JTOJIKEH MPOBOIUTHCS ayTUT WH(OPMAIIMOHHON 0€30MacHOCTH.




BuayTpennue ayauThl OKHBI BBITOTHATHCA padoTHuKamu I[lIkomer Ne3d. B uucno 3amad,
pelaeMbIX MU MPOBEIEHNUN BHYTPEHHUX ayIUTOB MHPOPMAIIMOHHOM 0€301aCHOCTH, BXOMSIT:
— cOOp M aHAIM3 HCXOAHBIX JaHHBIX OO0 OpraHU3alMOHHOW W (YHKIHMOHAJIBHON CTPYKType
UH(POPMALIMOHHBIX CHCTEM, HEOOXOAUMBIX JIJIsl OLICHKH COCTOSIHUS CUCTEMBI 3aIlIUThI HH(POPMAIIUH;
— aHaNM3  YTBEPXKIAEHHBIX  OPraHU3alMOHHO-PACTIOPAJUTEIBHBIX  JOKYMEHTOB IO  3aluTe
UHOpMAaLIUU Ha IPEAMET UX MOJHOTHI ¥ 3((HEKTUBHOCTH, a Takke (POPMUPOBAHHUE PEKOMEH AL IO
UX T0pabOTKe UK Pa3pabOTKH HOBBIX;
— obocHoBaHue (prHAHCOBOM 3((HEKTUBHOCTH BHOBB MMPUOOPETAEMBIX CPEJICTB 3aIIUTHl HHPOPMAIIIH;
— MpOBepKa NMPaBUILHOCTU BbIOOpAa M HACTPOMKU CPENCTB 3allluThl MHQOpManuu, (GpopmMupoBaHUE
IPEUIOKEHUH MO HMCMONb30BAHUIO MMEIOLIMXCS CPEJCTB 3allUThl MH(OpMAIMK JIsi TOBBILICHUS
YPOBHSI HAAEKHOCTH U O€30MaCHOCTH MH(POPMALIMOHHBIX CHCTEM IIIKOJIBI;
— aHauu3 OTYETOB MO MPOM3OILISANIMM WHIMIECHTaM UH(POPMALMOHHON 0€301MacHOCTH M NMPHHATHIM
MepaM I10 UX pa3pereHHIO.
IloBbIlICHHE OCBEIOMICHHOCTH PA0OTHMKOB
B pamkax opraHu3zanuu KOMIJIEKCHOTO IPOTUBOACHCTBHSI yrpo3aM 0e30MacHOCTH WH(pOpMAIIHH,
ucxoaamumM oT paboTHUKOB Ikomisl Ne3 nomkHa MOCTOSHHO MOBBIMIATHCS MX OCBEIOMIIEHHOCTH B
00J1acTH 3aIUTHl HHPOPMAIUH.
[ToBbIlIEHNE OCBEOMIEHHOCTH PAOOTHUKOB ILIKOJIbI OCYILECTBIISETCS:
— 0 CYIIECTBYIOIIUM B IIIKOJI€ OPTaHU3aIMOHHO-PACIOPSAUTEIbHBIM TIOKYMEHTaM;
— 0 IPUMEHSEMBIM B IIKOJIE MEpaM 3aIlUThl HHPOpMaLUY;
— M0 IPaBWJILHOMY HCIOJIB30BAHUIO CPEJICTB 3aIUTHI HHPOPMAIIHH.

7. BAK/IFOYEHHUE

[Ipu u3meHennu nercTBYyIOMEro 3akoHoaaTebcTBa Poccutickoit denepariny B 00JaCTH 3aIIATHI
uHpOpMAlMK, a TakXKe OPraHU3aMOHHO-PACHOPSIAUTENBHBIX JOKYMEHTOB UIKOJBI HACTOALIAS
[TonuTka W WM3MEHEHWS K HEM NPUMEHSIOTCS B YacTH, HE MPOTHUBOpEYAlleil BHOBb HPUHATHIM
3aKOHOAATCIIbHBIM U NHBIM HOpMaTI/IBHI:IM aKTaM, a TaKX¢E BHYTpeHHI/IM I[OKyMGHTaM HIKOJIBI.

Bce tpeGoBanms, ycTaHOBIICHHBIE JIEHCTBYIOIMUM 3aKOHOIaTeILCTBOM Poccuiickoit denepanmm,
IIOA3aKOHHBIMU aKTaMUu H ,Z[OI‘OBOpHBIMI/I OTHOLICHUAMH, a TAaKXKXC IIOAXOJ IIIKOJbI K O6€CH€‘IGHI/IIO
COOTBETCTBHS 3THUM TPEeOOBAHUSAM JIOJDKHBI OBITH SIBHBIM 00pa3oM OMpeeTeHbI, JOKYMEHTUPOBAHBI U
HO,Z[I[ep)KI/IBaTLCH B aKTyaJII:HOM COCTOAHHUU.

[IIxonpl B NMPUOPUTETHOM HAIPABJICHUU JOJKEH PAacCMaTpUBATHCS MEPEXO]] MPOrpaMMHOrO
o0ecrnieueHre 0TeYeCTBEHHOTO MPOU3BOIUTEISI, BKIIIOYCHHOTO B €IMHBIN PEECTP POCCHICKUX MPOTPaMM
JUTSL SJICKTPOHHBIX BBIUMCIUTENBHBIX MallMH W 0a3 NaHHBIX. B TOM 4ucie MO 4acTh CEpBEPHOTO,
KOMMYTAIIMOHHOTO OOOPYZOBaHUS M MPOTrpaMMHO-ANMapaTHBIX CPEICTB, BKIIOYEHHBIX B EmuHBIM
peecTp POCCUUCKON Pagruo3JIEKTPOHHON MTPOAYKIIUH.

[lepecmoTp W BHeceHHE UW3MEHEHMH B HacToAlmylo [loTUTHKY OCYIIECTBIAIOTCA Ha
MEPUOINYECKON U BHEIUIAHOBOM OCHOBE.
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